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Adolescent Update

This issue of Adolescent Shorts focuses on social
networking and safety tips. The feature article
is written by a young adult who knows first hand
the popularity of the use of social networking
sites by youth, teens, and adults.

June is Internet Safety Month devoted to

increasing awareness about safe and responsible
online behavior. However, Internet safety is
important every month as the use of the Internet
and social networking sites continues to

increase. The Internet has opened many

possibilities for quickly accessing valuable

information, but unfortunately it has increased
the vulnerability of young people to online

predators, harassment, and cyber bullying. In
fact, during the last legislative session, the
Missouri cyber bullying bill, SB818 was passed
to enact harsher penalties and expanded

provisions that furthers the state's stalking and
harassment laws. Much of the bill stems from
the Internet Harassment Task Force that was
created last year by Governor Matt Blunt after
the suicide death of a teen who had been cruelly
harassed and emotionally bullied online.

National organizations with state affiliates such
as the i-SAFE, Inc. and Internet Keep Safe

Coalition are valuable resources to educate and
empower students of all grade levels to be safe
online. The Internet can be used in positive
ways to provide health and safety education.
Please go online to check out educational

resources for youth and adults that are listed in
this issue.

Please continue to give feedback on topics of
interest to Dr. Lynch and Patti Van Tuinen.
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Social Networking Sites and Safety

By Amy Hamilton, Intern, The Children's Hospital Teen Clinic

Social networking sites are Internet sites that allow users to create and update profiles and connect
with other members, building an online social network. Profiles often include a member’s photo, name,
some form of contact information (email, address, phone number, etc), interest, likes and dislikes, and
other information2. Two of the most well known sites, of over 200 such sites, are MySpace® and Facebook®.

MySpace® is owned by News Corporation and is the largest social networking site in the world with over
115 million American users who spend over 200 minutes on the site every month®. In fiscal year 2007,
one in four Americans visited MySpace®. Facebook® has 70 million active members, which includes people
who return to the site within 30 days, and is the second most popular social networking website?.

Age restrictions for these sites exist. Only those ages 14 and older are allowed on MySpace®.
Individuals on Facebook® must be at least 13 years old, and youth under 18 years old must be enrolled
in college or high school. Both sites are open to anyone who meets the age restrictions. However, some
children will lie about their age. Facebook® members join through a network, whether it is a school,
company, or region of the country, which offers a slight increase in security”. Privacy settings on these
sites allow members to control, to an extent, who can find them, who can view their profiles, and who
can contact them, but few individuals use such settings. Only 17% of Facebook® users have adjusted their
privacy settings’.

These social networking websites have become widely popular among young adults. Among teens 12-
17 years of age, 55% have an online profile on at least one social networking site®. Older girls, who use
the sites to reinforce current friendships, are among the largest users with over 70% having a profile®.
Older boys see the sites as a way to meet new people and flirts. Of those teens with profiles, 48% visit
the site once or more a day®. On Facebook®, the average user spends approximately 186 minutes per
month on the website2. The majority of teens on social networking websites use them to stay in touch
with existing friends and make plans®. Only 49% of teens use the websites to make new friends, and
17% use them to flirts.

While most teens’ goals with these websites are innocent, these same sites can be abused by individuals
seeking to harm children or by tweens and teens to cause harm to one of their peers. While criminal
incidents are rare, social networking websites have been implicated in various sexual assault cases?. For
example, a 33 year-old man met a 14 year-old girl through a social networking website and later abused
her. In another case, an 11 year-old girl was fondled in her home by a man she met through a social
networking website?. Despite these cases, only 0.08% of students admit to meeting an online chat
acquaintance face to face without their parent’s permission®. Cyber-bullying and other unwanted contact
through social networking websites is another problem among peers. Personal incidents of cyber-bullying
or other unwelcome contact are rarely reported. Only one in 14 students report self-defined cyber-bullying*.
However, more students report having seen inappropriate content, including pictures and language*.

In addition to the rare serious consequences noted above, social networking websites can have further
negative impacts on children’s lives. Other individuals, including employers, school officials, and admission
officers of colleges or graduate schools, can gain access to users profiles and use them to make critical
judgments’. These judgments can prevent young people from getting a job or into a school and once
accepted can keep them from graduating. On college campuses across the country students have been
disciplined or expelled for items they have posted on the web and specifically on social networking websites,
such as Facebook®”. It is critical for individuals to be careful with what they post on these websites and
be wary about individuals who contact them through these sites.

Tips for Parents from the FBI’

Parents can help their children use social networking websites appropriately. Parents must
talk to their children about the importance of monitoring their online reputation. Parents
should emphasize to teens that what they post online is available to all. They can provide
examples to their children of when posts on social networking websites have hurt individuals
and discuss what content is considered appropriate to post and what information should
remain private. Parents can be actively involved in their children’s online world by keeping
the computer in an open area, learning about the websites their children are using, and
monitoring their children’s posts. A search engine such as Google can be used in some
circumstances to see what an individual is posting. However, if a teen is using appropriate
privacy settings, his/her profile should not be able to be searched. Finally, if parents see
material that is inappropriate they can report such material to the website or/and to law
enforcement.



Tips for Teens to Keep your Profile Safe

When using social networking websites the Federal
Trade Commission recommends a few simple steps to
keep your information private and you safers.

* First, carefully consider which website you are joining.
» Consider who is on the website and how the website
will help you protect your privacy. Questions you
can ask include: Does the website let anyone join or
only certain groups of people? What sort of privacy

settings does the site include?

* Guard your password.

* Be careful with what information you post. Never
give out personal information such as your birthday,
hometown, phone number, or address. When you are
posting information consider if you would be
comfortable with everyone seeing the material. If
the answer is no, do not post.

* Once information is posted, you cannot take it back.
Deleting the material later does not mean it has been
removed entirely.

* To be extra cautious, consider not posting a photo
of yourself. If you decide to post a photo, consider
whether it is appropriate for everyone to view.

* Be careful when making new friends online. Flirting
with strangers or making contact with people you
do not know can be dangerous. Never agree to a
face-to-face meeting with someone you met online.

* Finally, if something does not feel right report it. If
you see inappropriate posts or pictures or receive
threatening or unwanted messages, inform the
appropriate authorities, including local law enforcement,
as well as the website.

Facebook® Recommendations

http://www.facebook.com/help.php?tab=safety
« Do not give out your password to anyone.

* Only post comments or pictures that you would also provide to a company, your school,
or your parents.

* Review your privacy settings.

* Block anyone who Is sending you unwanted messages.

* You can anonymously report an offensive, explicit, or hateful material you find on
Facehook. Unwelcome contact can be reported by clicking on the "Report" link located
on pages throughout the site or contact may be made to an independent email to
abuse@facebook.com and a response back to the reporter will be made within 72 hours.

MySpace® Recommendations

http:/www.myspace.com/index.cfm?fuseaction=cms.viewpage&placement=safety pagetips

* Be yourself. Do not deceive people about your age.

* Remember that your profile is a public space.

* Report harassing or inappropriate behavior.

» Do not offer personal information and be on the look out for scams.

» Parents can remove their child's MySpace profile by going to
http:/fwww.myspace.com/index.cfm?fuseaction=misc.fag&Category=3&Question=38.

Other Safety Net Education Resources for Youth, Parents, and Educators

And Recourses if you experience harassing or inappropriate behavior

» Contact local law enforcement such as the Sheriff's Department.

« Inform school officials, particularly if you believe the source of the harassment or
inappropriate behavior is from a student.

* Federal Trade Commission, OnGuard Online - http://onguardonline.gov/index.html

* GetNetWise - http://www.getnetwise.org/

* Internet Keep Safe Coalition - www.iKeepSafe.org

* i-SAFE Safe School Education Initiative and Outreach Program - www.i-safe.org

» National Education Association Health Information Network (NEA HIN) Tools for Adults
to Help Kids Connect Safely bNetS@vvy newsletter - www.bnetsavvy.org

C I T A TI ON S
1Facebook® Press Website. 2008. http://www.facebook.com/press.php

ZFederal Bureau of Investigation. Social Networking Sites. May 3, 2006.
http://www.fbi.gov/page2/april06/socialnetworking040306.htm

3Federal Trade Commission "Social Networking Sites: Tips for Tweens and Teens."
May 2006 http://www.ftc.gov/bep/edu/pubs/consumer/tech/tecl4.shtm

“National School Boards Association "Research and Guidelines on Online Social-
and Educational-Networking." July 2007.

°News Corporation Annual Report 2007.
http://www.newscorp.com/Report2007/AnnualReport2007/HTML2/ default.htm

®Pew Internet & American Life Project. "Social Networking Websites and Teens:
An Overview." 3 Jan 2007.
http://pewinternet.org/pdfs/PIP_SNS_Data_Memo_Jan_2007.pdf

"Stone, B. "Dangers of Social Networking Websites." Newsweek Online 21 Aug.
2006 http://www.msnbc.msn.com/id/14325063/site/newsweek/

Adolescent “SHORTS” is a himonthly newsletter supported by the Missouri Department of Health and Senior Sevices about adolescent issues for Missouri providers.

Any comments or suggestions are welcome and should

be directed to either Daryl Lynch, MD or Patti Van Tuinen.

Section of
Adolescent Medicine
2401 Gillham Road
Kansas City, MO 641

Children's Mercy Hospitals and Clinics is an equal
opportunity/affirmative action employer and a United
Way agency.
W, % Editorial: Daryl A. Lynch, MD
Ad°lescem SH@M@ Art Direction: CMA Designs
Printing: SOLI Printing
Adolescent "SHORTS" is produced to advocate for and
promote adolescent health and well being. Information
contained in their newsletter is not a substitute for
legal, medical or policy advice. Readers are urged to
consult their own advisor about specific situations
or questions.
Articles in Adolescent "SHORTS" refer to boys and

girls. For simplicity, the pronouns “he" and “she" are
used interchangeably unless otherwise noted.

Non-Profit Org.
U.S. Postage
PAID
Kansas City, MO
Permit 4301

08



